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Welcome

Thank you for choosing SecReport Enterprise, an essential file system security
reporting solution that allows IT and InfoSec professionals to gain an unprecedented
level of control over the overgrowing file system access lists, including the ability to
track changes, prepare for information security audits and investigate security

incidents in a rapid and efficient manner.

This document will guide you throughout the installation and initial setup processes.
The functionality of SecReport Enterprise Console and Web Services will also be

described in detail.

For more information about the SecReport suite and other Smart-X products, please

visit our website at: www.Smart-X.com.

© All rights reserved to Smart-X Software Solutions LTD.
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Features and Capabilities

Here are some of the features of SecReport:
e Generates ACL Reports for local file systems and network shares.

e Provides human-readable reports that allow for easy identification of users
and groups that have various levels of access to file system assets on your

network.
e Provides periodic security reports that comply with SOX standards.

e (Gives you a clue who and what data can actually be accessed on your public

folders.
e Generates NTFS permission reports from the context menu.

e Exports the report in a variety of formats (PDF, CSV, RTF, HTML, Etc.)

e Automatically sends Folder Permissions reports to managers with-in the

organization.*
e (Com ssions di *
pares reports to see permissions differences.

e Allows for scheduling of automated reports.*

* - Not available in the Light version

© All rights reserved to Smart-X Software Solutions LTD.
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Setting up SecReport Enterprise

This chapter provides installation and configuration instructions for components

needed to run SecReport in your environment.

© All rights reserved to Smart-X Software Solutions LTD.
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Installation Package Contents and Setup Prerequisites

Installation Package Contents

The installation package contains two Windows Installer (MSI) files:
I - SecReport Enterprise Console

This is a mandatory component. The SecReport Enterprise console allows you to
configure the system, generate reports, compare reports and view previously

generated reports.

This component is typically installed on the System Administrator's workstation. For
scanning large volumes of data, it is highly recommended to use the 64-bit version of

the console.

II - SecReport Enterprise Web Service

This is an optional component that adds automation and scheduling capabilities to
SecReport Console and in no way replaces the functionality of the Console. The
SecReport Enterprise Web Service component allows you to automatically generate

reports and send them to managers within the organization.

This component should be installed on a Windows 2003 /2008 32-bit or 64-bit

server with IIS.

If you are planning to use the Web Service component, it is recommended to install

this component first and then proceed with

© All rights reserved to Smart-X Software Solutions LTD.
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Requirements

The machine on which you install the component must be a member of an Active

Directory domain.

SecReport Enterprise Console:

- Windows 2000 / XP / 2003 / 2008 / Windows 7 / 2008 R2 (32 or 64-bit).

- .NET Framework 3.5 SP1 or higher.

SecReport Enterprise Web Service:

SecReport Enterprise Web Service is supported on Windows 2003, Windows 2008
or Windows Server 2008 R2 (32 or 64-bit) servers.

Prerequisites for Windows 2003 (32 or 64-bit) server:

- Windows Server 2003 with Service Pack 2 or higher

- IS 6 with ASP.NET

- .Net Framework 3.5 SP1 or higher installed and registered with IIS
Prerequisites for Windows 2008 / R2 server:

- Windows 2008 Server with SP1 or later

o Important Note:
It is very important to perform a full Windows Update prior to the

installation of SecReport and after all roles and features are installed.

© All rights reserved to Smart-X Software Solutions LTD.
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- Server Features:
o .Net Framework 3.5

* Once the server is updated, you should see "Microsoft .NET
Framework 3.5 SP1" in the Programs and Features Control
Panel. If you do not see this entry do not continue with the
installation and make sure you download and install .Net

Framework 3.5 SP1 (or higher)

- Server Roles:

o Web Server (IIS) with the following role features:
» Application Development :
e ASP.NET
e .NET Extensibility
e [SAPI Extensions
o ISAPI Filters
= Security:
e Basic Authentication
e Windows Authentication
* Management Tools:

= [IS 6 Management Compatibility

© All rights reserved to Smart-X Software Solutions LTD.
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Installation

[f you want to use the schedule and automate your permission reports, you should
install the SecReport Web Service component on an IIS (web) server in your
environment. If you choose to install this component, it is recommended that you

install it before you install the Console.

If you only want to use SecReport Enterprise Console without automation and
scheduling capabilities, please ensure your workstation meets the prerequisites and

proceed with the Console installation only.

Installing SecReport Enterprise Console

To install SecReport Enterprise console from a downloaded file:
1. Double click the console installation file.
2. Read the program license conditions carefully.

3. Follow the Setup program instructions displayed on the screen until you reach the

'SecReport Installation Mode".
x

5ecReport Instalation Mode . ﬁ )
Pleaze Specify SecReport Instalation bode '-"_'b /

=

" Stand Alone

% Connected to ‘Web Service

URL: Ihttp:h’localhostMSSecHep-:-rta’S ecRepartv’ebSre. azmy

< Back Mest > Caticel

© All rights reserved to Smart-X Software Solutions LTD.
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o If you previously installed the Web Service then choose 'Connected to Web

Service'.
° If you did not install the Web Service, choose 'Standalone’.
4. Complete the installation and click on 'Close’.

5. ASecReport Enterprise Console desktop icon will be placed on the desktop and in
the start menu. In addition, a new command called 'Scan with SmartX SecReport

Enterprise' will be added to the shell context menu.

Note: If you are not planning to install SecReport Web Service component, you can

skip to the “Working with SecReport Enterprise” chapter.

© All rights reserved to Smart-X Software Solutions LTD.
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Installing SecReport Enterprise Web Service

Web Service Installation Prerequisites

1. During the Web Service installation process you will be asked to provide the

following information:

e Adirectory which will store the security reports (Reports Directory).

i) This directory can be either a local directory or a network directory.

ii)  The reports are stored as compressed files. Estimated file size for a

large report (with 50,000 entries) is approximately 3MB.

° Credentials of the user account that will be used to run the Web Service.

i) The user should be a member of the following local group on the

Web Server:
(a) On Windows 2003 server - I[IS_.WPG
(b) On Windows 2008 server - IIS_USRS

ii)  The user should have Read / Write permissions for the Reports

Directory (as described above in this section)

© All rights reserved to Smart-X Software Solutions LTD.
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Web Service prerequisite checklist (Windows 2000/ 2003)

1. Step 1 - Verify thatIIS is installed
a. Launch Add /Remove Programs.
Start = Run - appwiz.cpl
b. On the left pane, click on 'Add/Remove Windows Components'
A 'Please Wait...' message appears.
c. Double Click 'Application Server'
d. Verify that the following items are selected. If any of these items is not
selected, check it.
i. Internet Information Services (IIS) 2 Common Files
ii. Internet Information Services (IIS) = FrontPage 2002 Server
Extensions
iii. Internet Information Services (IIS) = Internet Information
Services Manager
iv. Internet Information Services (IIS) > World Wide Web —->
World Wide Web Service
v. Enable Network COM+ Access
vi. ASP.NET
e. Click OK, Click next and continue with the wizrd.
2. Step 2 - Verify that Microsoft .Net Framework is installed
a. Launch Add /Remove Programs.
Start = Run - appwiz.cpl
b. On the left pane, click on 'Change or Remove Programs
c. Select the 'Show Updates' checkbox
(Might take a while to complete...)
d. Browse the list to find 'Microsoft .NET Framework 2.0 Service Pack 2
If you cannot find this item, you should install .Net FX 2.0 SP 2 from the

following link:

http: //www.microsoft.com/downloads/details.aspx?familyid=5B2C03

58-915B-4EB5-9B1D-10E506DA9D0F&displaylang=en

3. Step 3 - Verify that your machine is up-to-date.

© All rights reserved to Smart-X Software Solutions LTD.
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a. Launch Windows Update Manager
Start & Run = wupdmgr
- or -

Browse to

http: //www.microsoft.com/downloads/details.aspx?familyid=5B2C03

58-915B-4EB5-9B1D-10E506DA9D0F&displaylang=en

b. Follow the on-screen instructions to perform a full update of your
operating system.
4. Step 4 - Verify that ASP.NET 2.0 is registered with IIS
a. Launch IIS Management Console
Start = Run = inetmgr
b. On the left pane, <local computer> = 'Web Service Extensions'

c. On the right pane, Verify that ASP.NET v2.0.50727 is 'Allowed".

Y3 Be Ation Vew Wndow Heb
- AR FER ARE| 2| > =

g Internat Information Services
= 9 DEVTSOS (kocal computer)

% Apphcaticn Pook )| Wb Service Extension Status
=) Web Skes & A Urkrown CGI Extensions Prohdited
D OEMILR . ¥ AlUnbnown ISAPL Extensions Prohibited
5 Mcrosoft SharePoint Adeministy stion —e 8] Active Server Pages orahbiied
: ": gt“m ﬂ ASP.NET vl 1 4322 Alowed
%) knages Properties
Smarti Lic WS New B FronkPage Server Extensions 2002 Alowed
@ SmartXLicWs 5] Internet Data Connector Prohibited
= 8 stam i 8] Server Side Inchudes Prohéated
_J Web Service Extensions 5] wetoav Prohibted

da Dy Wi vige axten

If the entry exists but is 'Prohibited’, click on it and then click on the 'Allow' button.
If the entry does not exist (commonly happens when IIS is installed after the .NET
framework is installed), you should re-register ASP.NET with IIS. To do that, run
%WINDIR% \ Microsoft. NET\Framework\v2.0.50727\ Aspnet_regiis.exe with -i
switch (http://technet.microsoft.com/en-us/library/cc757148(WS.10).aspx)

© All rights reserved to Smart-X Software Solutions LTD.
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Web Service prerequisite checklist (Windows Server 2008/R2)
1. Step 1 - Perform full windows update and install all important updates.
2. Step 2 - Verify that IIS is installed
a. Launch Server Manager:
Start & Run = servermanager.msc

b. On the left pane, expand 'Roles’

__.213 Server Manager (YSRMZ2008)
[= 5 Raoles
HEI Web Server (II19)

If 'Web Server' exists, skip to step 3. If not, continue.
c. Click on 'Roles'

d. On the left pane, click on 'Add Role'

i}- #dd Roles

g Remove Roles

e. Ifthe 'Before you begin' page is shown, click 'Next'

Add Roles Wizard | |

i Before You Begin

This wizard helps vou install roles on this server. You determine which roles ta install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site,

Server Roles

Confirmation Before you continue, verify that:

Progress « The Administrator account has a strong password
« Network settings, such as static IP addresses, are configured
Results « The latest security updates from Wwindows Update are installed

If vou have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Next,

r Skip this page by default

= Brevious | Mext = I Install | Cancel |

f. Perform full Windows Update and make sure all important updates
are installed.
3. Step 3 - Install .Net Framework 3.5 SP1 (Windows Server 2008).
a. Start 2 Run - appwiz.cpl

© All rights reserved to Smart-X Software Solutions LTD.
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Verify that 'Microsoft .NET Framework 3.5 SP1' exists on the list.

aPrograms and Features =] E3 ‘
( » (‘ ) '3 - Control Panel - Programs and Features - l‘al ISearch 1.2
Tasks Uninstall or change a program
Yiew installed updates . . " . non —_— o
To uninstall a program, select it From the lisk and then click "Uninstall”, "Change”, or "Repair”,
Get new programs onling at
Windows Marketplace _ _
Organize = = Wiews ¥ (7]
) Turn windows features on or off .
B Marng - | -| Publisher |- Install, ., |- Size ||
Install a program from the {5 Microsoft NET Fremework 5.5 571 Wicrosoft Carporation 1zj21j2009  27.8 MB

If it doesn't, download it HERE and install it.
(Note: For Windows Server 2008 R2, .Net Framework is a server

feature and can be added using the “Turn Windows features on or off”
option.)

b. Reboot the server if needed.

Web Service Installation Procedure
1. Double click the Web Service installation file.
2. Read the program license conditions carefully.

3. Follow the Setup Program instructions displayed on the screen until you reach

the 'Select Installation Address' window:

jiz* Smart-X SecReport Enterprise.WebService

Select Installation Address

The installer will install Smart-# SecReport Enterprize.\webS ervice to the fallowing web location.

Toinztall b thiz web location, click "Mest". Ta inzstall to a different web location, enter it below,

Site:
[Defauit wieb Sire =l Disk Cost..

Wirtual directary:
ISecHepmt.WebS Ervice

Cancel < Back

© All rights reserved to Smart-X Software Solutions LTD.
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. Choose the required Web Site.
° Click on 'Next' to confirm the installation.

4, The Installation Wizard will verify that all prerequisites are met (see prerequisites

chapter). At the end of this process click on 'Next'.

jix smart-X SecReport WebService

Setup Prerequizites Check

HOTE : Thig form tests the major pre-requizites for Microzoft[R] Windows[R] Server 2003,
Standard E dition

For a complete list of pre-requisites, CLICK. HERE

“115 Test... " Success
“AS5P MET Reaistration Test . " Success

"ASPMET Awvailability Test.. " Success

Met> | ! Cancel |

© All rights reserved to Smart-X Software Solutions LTD.
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If the Wizard identifies a problem, a new button will appear which allows you to try to repair it.

1 Smart-X SecReport WebService

Setup Prerequesites Check

NOTE : This form tests the majoe pre-requisites for Mictosolt(R) Windows(R) Sesver 2003,

Standatd Edition |
For 3 complete st of pee-requisites, ICK HER
L =1IS Test.. v/ Success !
: -}
x TP IS 6.0 Management Compatibdity
| ASP.NET Registration Test.. X b acert installed 5
w "ASP.NET Availabiiy Test_ v/ Success
é Tiy o FixIssues And Retry | New> | [ Concel ]
u g 5

Left button -> Try to Repair Problem and Retry
Click the "Try to Fix issues and Retry' button. If this does not help, click on the 'Click here' link to

go to the Prerequisites List.

In the 'Security Configuration' window:

|'§ Smart-X SecReport WebhService E

Security Configuration

Fleaze enter login credentials of uzer account whick will have access to directony
zhore the secunty reports,

Login Credentials;

ser Marne: I Browse... |

[domain\username]

Password: |

Irpartant Wake:

The zelected user will run the SecReport Enterprise application poal.

Setup will try b add thiz uzer ta the local IS_wWPG' group [or 11S_IUSRES' group o wWindows
2008] in order to allow it to run application pools.

On the next step, vou will be azsked to specify a directory in which reports are zaved.
Fleaze make zure that thiz uzer has Readwiite MTFS permizzsions on that folder.

<Back || Mewts> |  Cancel

© All rights reserved to Smart-X Software Solutions LTD.
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'Reports Directory' stage: browse to choose the folder to which reports
will automatically be saved.
|'§-'u Smart-X SecReport WebService

Reports Directony

Please select the directory which will stare the security reparts,

Reports saving path:

C:AinetpubhiwsnwrootsSecR eport WebService\S ecR eports Browse. .. |

<Back || Newt> |  Cancel |

Please review paragraph 1 of the chapter 'Web Service Installation

Prerequisites' 1for more information.

2. 'Web Service URL' stage:

|§- Smart-X SecReport WebService E
Web zervice URL

Pleaze verfy Web Service URL or change it if needed.

SecRepart Enterprize will use the following address for accessing the Web Service:

http://DEVYTS01

/SecHeport. WebService/SecReportwebSry. asmx

You can specify a different address by editing the text box.

| mportant Mote:

If the web site you are using should be acceszed through HTTPS, or if the web site iz listening
on TCPAP port ather than port 80, please specify the correct URL prefis,

Click 'Mest' to continue with the installation.

< Back ; Cancel

© All rights reserved to Smart-X Software Solutions LTD.
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o Check to see if the displayed URL matches your organization

specifications and change the beginning if necessary.

5. Post Setup Verifications:
Upon completion of the installation the Wizard verifies that the SecReport Web Service is
up and running. If one of the tests fails, an appropriate message will appear.

|'§-'| Smart-X SecReport WebService
Setup Prerequizites Check

MWOTE : Thiz form tests the major pre-requisites for Microsoft{R] Windows[FR] Server 2003,
Standard Edition

For & complete list of pre-requisites, CLICK. HERE

N5 Teat... +" Success

“ASP MET Reqistration Test.. " Success

* Emor14, ASPMET wieb

Service Extentions Prohibited. Lheck for Solution Onling

“ASP.MET Availability Test..

Ty to Fix lssues And Retry st > Eancell

At this stage you have the following options:
o You may click the link that will lead you to a full Prerequisites List.
. If an error appears you may:

i) Check for solution online - clicking on this link will open a web page with a

description of the error and solution options.

ii)  Click on the "Try to Fix Issues and Retry' button to let SecReport Enterprise try

to repair the problem.

© All rights reserved to Smart-X Software Solutions LTD.
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o If all tests are tagged as 'Success’, click on 'Next'.

ity smart-X SecReport WebService £
Post Setup Checks

* Report directony permissions

test. \/ Success
"Tg:ﬁH eport wWindows Service  Sucosss
"TESEH eport Web Service  Success
* SecReport Web Site Test.. " Success
* Temp directary permissions < Success

test..

< Back .......... i 1 Cancel

6.  Atthe 'Check for Product Updates' stage, click on 'Next' to run an online check.
The online check will see if a new release of the product is available and if so, will

allow you to download it to your PC.

fi Smart-% SecReport WebService
Check For Product Updates

Smart SecReport Enterprize has finizhed gathering
configuration information and ready to resume installation.

Click 'Mext' to continue.

V¥ Check for updates orline

<Back | Mest> 1 Cancel

Click on 'Next' to complete the installation and then on 'Close’.

© All rights reserved to Smart-X Software Solutions LTD.
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Licensing

The product you have downloaded to your PC is an evaluation version.

The SecReport Enterprise evaluation version has limited functionality and time

(detailed in the EULA). The evaluation version is limited to 30 days and 250 entries

per report.

SecReport Enterprise is licensed per site therefore a single license should be

purchased in order to run the

program.

When you double click on the

application, you will see a license

window from which you can open

either the program or the set license

file.

If you choose the 'Set License'
option, browse to choose the
license file, and complete the

process.

Pressing on ‘Continue’ will run

the application.

EMD-USER LICENSE AGREEMEMT FOR SMART -+ SOFTWARE
SOLUTIONS LTD. SOFTWARE: SecHepartEnt
IMPORTAMT-READ CAREFULLY:

Thiz Smart-+ End-User License Agreement [“dgreement'’] iz an Agreement
between Customer [either an individual or & zingle entity] and Smart-
Software zolutions Lid. ["Smart=<"] for the Smart-x software product identified
above, which includes computer software and may include associated media,
printed materials, and “onling' or electronic documentation (S oftware’]. By
downloading, installing. copying, or otherwize using the Software, Customer
agrees to be baund by the terms of this Agreement. |F Customer does not
agree to the terms of this Agreement, you are requested o not install or use
the Saftware. The Term "Customer” shall mean all the relevant computers
which are installed with SecReportEnt [az the term iz defined herein] which
uzers zhall be bound by the termsz of thiz ELILA upon uze of the Software. The
Term “Softwars” ghall alzo mean and include [i] the computer programming
code to be developed by Smart-+< and [i] all specifications, documents,
manualz, diagrams and ather information required far all aspects of installation,
configuration, maintenance including repair of problems and bugs in the
Saftware, user support, sustem administration, or performance optimization of

the Software [Software shall alzo pertain to upgrades whether existing or in
the future).

Set License

If you press on 'Buy Now' you will be directed to the SecReport Enterprise web

page on the Smart-X website, where you may purchase the tool.

© All rights reserved to Smart-X Software Solutions LTD.
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Working with SecReport Enterprise

This chapter provides detailed descriptions of the Console User Interface and

instructions for performing report configurations and management using SecReport.

© All rights reserved to Smart-X Software Solutions LTD.
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EMART}

The Console User Interface

[ B
i@ SecReport Enterprise E@g
| == » r 1 . =
v & | o 1 § =
- ¥ ~ & :
MNew Report Rename Repot Copy Report Delete Repot Revert Repot Save Repor Genase Globsl Hep Ext
i st o PEE Corpo =F P e e Herea e
Reports Configurations @ Report Sdhng;fﬁ Report Dis play\‘[;e Reports Histnry"\‘\
Default E
Path: | P\Departmerts | D
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The Console is divided into two sections:

¢ Reports Configurations - on the left side of the console.
The list displays the different configurations you created and allows you to

manage them - rename, copy, etc.

e Management Tabs - on the right side of the console.

Allow you to do the following:
o Report Settings - set report's configurations.
o Report Display - view reports' results
o Reports History - view old reports and compare permissions reports.

o Automate Reports - set automatic generation and distribution of
reports (this tab will appear only after installation of the
webservice.msi file which is in charge of the automation of the reports

and only for the SecReport Enterprise version)
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Creating a Report

To create a new report, follow these instructions:

1. Click on the 'Report Settings' tab.

@ HepollSeﬂi’lg;{E Automnate Heports\‘(ﬁ Repart Display\‘(;e Reports History\\\

Path: [c:\Temp\15.65 | ]
Include sub folders | 0 [ Expand groups [C] Show duplicated entries if exists

[ include files |'.' | ] Expand primary groups

[ Resolve full user name [ Incluge domain accounts only

Show directories even if permissions are identical to parent ["] Hide security groups

[[] Enable support for migrated accounts (SID History) [ Hide “Deny” access control entries
Filter Users/Groups \CREATOR OWNER

(®) Include Only € vapa

() Exclude Only

_F
2. Clickon I 'New Report'.

3. Type the report's name in the following window:

|ﬁ Mew Report Mame
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4. Configure the following reporting options as needed:

Path

Browse or type the path to the folder for which you want to produce a report

Include Subfolders

Define whether the report will run recursively on subfolders under the root
directory or solely on the root folder. A value of 0 means the whole depth of
the directory structure will be traversed, otherwise the numerical value

designates the number of folders to traverse in depth.

Include Files

Define whether the report will display security information for existing files
in the selected directory. The value defines a wildcard for file filtering (e.g.

** for all files)

Note that generating a report using this feature will take much longer and

will significantly increase report size

Resolve Full User Name

Define whether the report will query Active Directory and display the full

user name or only the account name (sAMAccountName).

Note that this setting will increase report generation time

Show directories even if
permissions are identical to

parent

By default, SecReport will bypass subfolders whose parent folder has
identical permissions. When this checkbox is checked, SecReport will show
all subfolder permissions even if they are inherited and identical to its parent

folder.

Note that this option will significantly increase report size and make it less

legible.
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Enable support for migrated | When this option is selected, SecReport will try to resolve SIDs of accounts

accounts which were previously migrated from other domains.

Use this feature if you have account which were migrated from other

domains with SIDHistory.

Include domain accounts Select this option to display Active Directory domain accounts only, while

only omitting local machine accounts.

Expand Groups SecReport will display all group members for each group-assigned security
entry.

Note that this setting will increase report generation time and report size

Expand Primary Groups Define whether the report will display detailed security information for

expanded Active Directory primary group (usually 'Domain Users' group).

Note that this setting will significantly increase report size

Show duplicate entries for If a given user is a member of several groups, a separate report entry will be
group members displayed for every group membership instance. If not selected, one entry
will be displayed per user (not including permissions granted explicitly to

the user)

Hide security groups When selected only individual users' permissions will be displayed in the
report, while ignoring group entries. Please note that group members will

still be displayed, if the “Expand Groups” option is selected.

Hide "Deny" access control When selected, “Deny” permissions will not be displayed in the report.
entries

Display report settings on When selected, a summary of the above options will be

first/last page prepended/appended to the report output.
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Filter Users/ Groups Choose the users / groups that will be included / excluded from the report.

Read more on “Using the Filter option” below

5. Clickon 'Save Configurations' to save settings for future use.

-

6.  Clickon g 'Generate Report'.

The generated report will appear on the 'Report Display' Tab

7. Now the console will open the 'Report Display tab on which you will see the

permissions report itself.
L]
8.  Clickon H 'Save Report' to add report to archive and enable

comparison with future reports.

Using the Filter option
The filter option allows you to exclude or include specific users/groups from your

report.
Selecting a group/user to filter:

1. Select the 'Filter users/groups' option.
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2. Click on 'Include only' in order to include only the groups and users you select
in the report.
Or 'Exclude only' in order to remove the groups and users you select from the

report.

3. Click on 'Filter' to select the group or user you want.

Y7 Filter -

;| Type Account Mame. ..

@ Browse. ..

4. When you filter a group you can choose one of the following options:

!ﬁ AB\B I Thiz group only ﬂ
© AB\utha il '

anly
atd all members

a. This group only
will filter the group's permissions only (will not include permissions of

its members).

b. This group and all members
will filter permissions of the selected group and also permissions of

the group's members.
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Report settings toolbar

The following icons are available for use when the 'Report Settings' tab is selected.

New Report

Adds a new report configurations set.

Rename report

Allows you to rename the chosen report's

L“ configuration configurations set.
A
) __‘1\ Copy report's When clicked it duplicates the report's
l y | configuration configuration to a new set.
=P
—— Delete Delete's the chosen report's configurations set
: (Pay attention - this will also deletes the
g archived reports of this configurations set.)
Revert report Displays the report's configurations last saved.
configuration

@)

Save report

configuration

Saves the report's configuration set for future

use.
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‘ﬁl Generate report | Generates the report and displays it in the

g 'Report Display' tab.

Global Settings Opens SMTP configuration window

Help Opens a sub-menu with the following
commands:
CNE, Online Help Opens the Online User Guide
2 [] About Opens a window with registration information

and a 'Set License' button

v Legal Info Opens the legal info (EULA or the terms of
purchase)
~ @ Check for New Checks for new releases
Version

Exit Closes the console
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Report Display

port Enterprisevi.5.6.6

I R o= T €T B [ |

Geneme Save Repot Expor Show Repot Compae Globsl Hep Exi
Resul= i

Fepot Resuls In Viewar Fapots Settngs
Hepat it "@ Report Settings ’{ Automate Feports \[E Report Dlspla);‘ro Reparts History
i [[] Autoscrall
= [C] Consolidate group members

Results for "Default”

Security Repont Data Drag & column header here to group by that column.

Security Report Data: 19 Items :I
Fath PathType Account FulName | AccountType Ouiner Permission Level Acc
c\Temp | (] FOLDER T VLABek USER VLAB\vigens [ L | B | RE [W T | o Alow
cATemp - (] FOLDER I WLABm USER WleBwigens | L [ R [RE [w S | Allow
o\ Temp | ]  FOLDER £ VLaBServicellser USER WLABWwigens | L | B | RE | W S |+  Allow
cATemp - (] FOLDER ﬂ_, WLABNalond USER YLlABYwigens | L [ R [RE [w S | Al
cATemp - (] FOLDER : WLABNapidat USER VLAB wigens L [ R [RE | W S | W Allow
cATemp | (]  FOLDER 7 VAR eladgrs LUSER VIAB\vigens | L | B | RE | W T | Alow
cATemp - (] FOLDER : YWLABWchen USER VLAB wigens L [ R [RE | W S | W Allow
A Temp 6 LaRNaly USER VA vigens RAE 5| Al
c:\Temp fﬁ YLABNDEVTSO03 OTHER VlABwigens | L | R [RE [ W S | Allow
ch\Temp : WLABND SMAdDmin USER VLAB wigens L [ R [RE | W S | W Allow
chTemp 7 VAR snith LUSER VIAB\vigens | L | B | RE | W T | o Alow
ch\Temp : WLABNBackupService USER VLAB wigens L [ R [RE | W S | Allow
ehTemp 7 VLABwmartziano USER VLABWwigens | L | B| RE | W S | v Alow v

4 »

Er

Operation aborted

SMART C

The 'Report Display' tab presents report results. Here you can do the following:

e Define result options:

Consolidate Group Members | Groups group members together.

Auto Scroll When this checkbox is selected, the permission report will
automatically be scrolled with every new entry. If you want to

review the report as it is generated, it is best to leave this checkbox

clear.
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e Sortinformation in various ways:

O Drag and Drop: to group the displayed information according to one of

the columns, drag the column to the 'Security Report Data' area.

O Filter: click on a column to open a sub-menu which gives you various

filter options.

Report columns explanation

Column name

Explanation

Path Displays the path to the folder / file presented in the
current entry

File / Folder Displays an icon to graphically indicate the path type - file
or folder

Path Type Displays the path type - file or folder

User / Group Graphically displays the account type - user or group

Account Displays the account

Full Name Displays the group or user's full name from the Active
Directory

Account Type Display one of three account types: User, Group or Other.

Owner Displays the file or folder's owner

Permissions Type

Displays a V sign for an 'Allow' permission type or a __sign

for a 'Deny' permission type

Access Type

Displays Allow or Deny for the permission type.

Permission

Displays the permission for the specific file or folder
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Column name Explanation
Apply To Displays the permission scope
From Group Displays the group from which the permission is inherited.

Available when the report uses the 'Expand Groups'

option (in the 'Report settings' tab)

Permission Level Displays a graphical indication for the permission level:

L - List

R - Read

RE - Read & Execute
W - Write

F - Full Control

S - Special
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Modifying the report results view

When you right click the results the following submenu will open:

[l Explore folder...
[ Add o filer

Choose columns...

e Explore folder —-opens the actual folder for you to explore.
e Add to filter - adds the user/group to the filter in the 'Report Settings' tab.

® (Choose columns - opens a list of the columns for you to choose from. the

configuration will be automatically saved for future reports.

Column Chooser

Fath

=]

imngPathlndes
PathType

imgé&ccountT ppelndes

Accolnt

Full ame

AcoountT ype

e

imgPermizzionl ndex

AccezzTupe

<R R R R R R R R

FPermizzion
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Report Display toolbar

Stop generation /

Generate report

Allows to stop the report generation and start

it over again.

Save results

Saves the report results to archive for future

analysis.

Export results

Opens a sub menu with the option to export

the results to excel m or as a CSV file m

Show in viewer

Allows you to open the report results in the
SecReport viewer in order to view the results
separated to parts and export the results

separately.

i __‘1\ Compare to... Opens the list of dates which is the report was
@ y generated. allows you to choose a date for
comparison to see added and removed
permissions.
Global Settings Opens SMTP configuration window
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Help Opens a sub-menu with the following
commands:
2 = Online Help Opens the Online User Guide
2 (] About Opens a window with registration

information and a 'Set License' button

w Legal Info Opens the legal info (EULA or the terms of
purchase)
~ @ Check for New Checks for new releases
Version
- Exit Closes the console
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Exporting Reports
Gy
1.  Clickon /== 'Export Report' and choose one of the two options:
==

2. s - Export to Excel will export the report as a whole file to Excel while

preserving any grouping and sorting option you have configured.

M
3. €sv - Export to CSV will export the report as a whole file as a CSV flat file. this

allows you to open the report with Excel, Notepad or other applications.

You may also export parts of the report using the SecReport viewer (see next

chapter).
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Using Report Viewer

The SecReport enterprise allows also allows you to open the report results in a

viewer. The viewer separates big reports into parts in order to avoid confusion

caused from large reports.

Each part can be saved separately in various formats: PDF, HTML, XLS etc.

In order to display a report in the viewer:

4,

=

L —E ] . .
'Show in viewer"' .

Click on

The SecReport viewer will open displaying the report according to the sort

and grouping you defined in the report display tab.

A rage o |

Part & Folder Permission Report
Part § Creakd on: 1WONEHO 14120
Part 7 loonount Full Kame
i LiFOLDER Benore & Bllow FealBEzle  Ths Foldercny
Part 8 i )
iroLbER CREATOROWINER FETHER W alon FulConrd Sxbciders and Fles orly
Part 9
This Folder, Eubikes
ot 10 =) draLbER SHETEN AloTHER  aiow FulCenrd e
i n This Folder, Eubikes
Fart 11 =) ZiroLoeER Adminds vt Homnur o FulCenrd Tris bk
Part 12 £ Z3FoLrER users fHorour Ao Apperdlab Thz Folderand Sunvles
Part 13 LAroLDER users Morour o crearflies Sabvders oniy.
Part 14 = LAFOLDER users [ L T LI Rea £ BEcUE ;";"Flgﬂ!f-mm

AT e B! 1hE & T iroLoER Adminds vt omnur o Full:onid Thi Foldercry

AT v E0E 105 E T ZiroLoeR VLABEmE Hare 1 uzen o Bllow FullConkd This Folderong

0 75 B A 1 RS ZAFOLDER Admiris s fHomur o FullConkd This Folderang

£ 7| R A 1 RS CaroLoeR VLABE £ uzen o slow FUlConid This Folderang

CHBSCIERSEATIZE LEFOLDER Admiris At fHomnur o FullGonkd This Flderong

CHBSCIECSEATIZE ZEFOLDER VLABE £ u=en o’ Bllow FullGonkd This Folderang

iroLoER SHETEN AfoTHER  aiow FulConrd Thi Foldercny

When viewing large reports (more than 600 entries), the viewer splits the
display into 'Sections' in order to maintain reasonable performance. Use the

left pane to select the required section.
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5. Click on the ‘Save’ button to open the list of export options and select the

desired format.

Remember: this will only save the part you view.

In order to save a whole file please go back to the console and click on

‘”1
S

/= 'Export report’

Reports History

[ SecReport Enterprisev1.5.5.1

Show Report  Show Report Refresh Clear Selected Clear All Globa Help Exit
In Viewer InGnd Histary Report History  Reports History Settings

Reports Configurations
Diefault

defRep2

E|
B

? Report Sellings\‘[E Automate Hapmls\‘[j Report D\sp\ay\‘ o Reports Histoy

SavedReponts [irag a column header here to group by that column,

Saved Reports: 1 ltems

Generate Date 4| Include Sub Foldzrs
= 02/05/201010:50 v

Filter

o C:AlibslibSmant<Common raotibSmar<CommontibSmar  VLAB\wigens

Directary Mame Issued By

L @— 00 SMARTX

This tab enables you to view which users have accessed and viewed the report and

also to compare differences between recent and previously generated reports.

The 'Reports History' tab displays a list of issued reports including various details

regarding each report.

The 'Reports History' display has filter and sort options, similar to the 'Report

Display' (See Chapter).
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Report History tool bar

Show in grid Loads the chosen report to

the 'Report Display' tab

Show in viewer Loads the chosen report to
ﬁ the SecReport Enterprise
viewer
Refresh History Refreshes the display of

saved results

Clear selected report Deletes the history of the

history current report's

configuration. Pay
attention: all history of the
current configuration will

be deleted.

Clear all reports history Deletes all history of all

report configurations.

Global Settings Opens SMTP configuration

window
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Help Opens a sub-menu with

the following commands:

2 = Online Help Opens the Online User
Guide
2 (] About Opens a window with

registration information

and a 'Set License' button

w Legal Info Opens the legal info (EULA

or the terms of purchase)

~ @ Check for New Version Checks for new releases

Exit Closes the console
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Reports History options

Select a report line and right click for the following options:

&% Show Displays the selected report
Show in grid Will load the report to the 'Report Display' tab
Show in viewer Will load the report to the SecReport viewer.
p 4 Delete Deletes the selected report
E Compare to... Opens a sub-menu with a list of previous reports
from which you may select a report for comparison
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Comparing Reports

SecReport Enterprise allows for analyzing the differences between report results

you have saved. Using this method, you can easily track any modifications (additions

or removals) to the ACLs on your file system.

1.  Selectareport.

=
2. Rightclick 2 " 'Compare to..."

Note: you can only compare reports that were generated using the same

configuration.

3. The following window will appear:

Permissions removed & Permissions added

Security HReport Data Dirag a column header here to group by that column.

Security Report Data: 29204 ltems

ch

PathType

FOLDER

Account

Everpone

Full arne

ch

FOLDER

CREATOR OwWNER

ch

FOLDER

SYSTEM

ch

FOLDER

Adminizstrators

ch

FOLDER

Users

ch

FOLDER

Users

ch

FOLDER

Users

c:h0224aabbfAcEd1bE48717d

FOLDER

Adminizstrators

c:h0224aabbfAcEd1bE48717d

FOLDER

WLAB ymartziano

420291 3a85cdact 3295101295932

FOLDER

Adminizstrators

420291 3a85cdact 3295101295932

FOLDER

WLAB asaf

c:hBBEC3f332633477245

FOLDER

Adminizstrators

c:hBBEC3f332633477245

FOLDER

WLAB asaf

c:hBB6C3f39253347 7 245 amdE4

FOLDER

SYSTEM

c:hBB6C3f39253347 7 245 amdE4

FOLDER

Adminizstrators

c:h\BB6C3f392533477 2454386

FOLDER

SYSTEM

c:h\BB6C3f392533477 2454386

FOLDER

Adminizstrators

chWADFS

bboopooooopoooeoobD

FOLDER

R EGELELELELELEREREY

SYSTEM

4. The Report Comparison window is divided into two tabs.

. ‘Permissions Removed’ shows the list of permissions that were removed

from the reported folder

o ‘Permissions Added’ is highlighted with a red frame and shows the list of

permissions that were added to the reported folder.
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Automating Reports using the Web Service component

8 SecReport Enterprisevl.5.6.6

R

- &

Mew Repot Rename Repot
Cx i Cx i

Copy Repott Delete Repot Reven Repot Save Repot Genemie Global
Ca i Ca [v [v i Ra T

pot Settngs

4.4

Reports Configurations
Default
123

B
5|

" ™ (Ta] ~, ~, ~,
@ Report Settings H Automate Hemltsrﬁ Report Dizplay fe Feports History .

Generatethis report automatically

SreseTye

Date: ES/TUZDH} vl

Time:  |14:00

Send this report by Email

To: ‘uigens@smarbc.co.il ‘
cc \ ‘
Subject: ‘SuhjedText ‘
Body: BodyText "
Export resultto file Export to CSV Export to XLS

[C] Enable impersenation User Name: ‘

- @——00 SMARTC

Follow these steps to automatically send reports to specified user/s:

Web Service Configuration

1.  First make sure that you have installed the Web Service component or that you

have an active Web Service installed (to see explanation go to 'Installing

SecReport Enterprise Web Service' chapter).

2. Choose areport from the list (left side of the console).

3. Click on

'Global Settings'.

4. Inthe 'SecReport Enterprise SMTP Configuration' window:
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o Click on 'Connect to Web Service' in the 'Mode' section.
NOTE: if you selected 'Connect to Web Service' during installation of the

console MSI file this option will be set automatically.

Save Test SMTP
Configuration  Server Connection Exit

SMTP Server Name: | comde01.incdom1.co.i | Port: [25 |
Sender Email: |vigens@smart:-:. codl |

User: |vigens |

Password: |...... |

Maode:

" Standalone

% Connected to Web Service

URL: | hittp: /A SRY2008/SecReport WebService/SecReportwebSm. asms

— Auto Generated Report Optiohs:
Lago: —
SMARTX
Hiowe ba custamize logo
Rizport Header: |F'ress "Show Repaort’ bo view generated report, |
Report Footer |Brought to “vou by Smart Ltd) |

Brought o You by Smart-¥ Lbd, - 9——0 EMFXRT:}:__

. Fill in the relevant parameters:
SMTP Server Name - Type the path to your SMTP Server

Sender Email - Type E-mail address for report sender

User - Type sender's Exchange account
user name (or leave blank if
authentication is not required)

Password - Type sender's exchange account
password (or leave blank if
authentication is not required)

Priority - Set mail priority (high or low)
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Click on _

i) In the 'Auto Generate Report Options' define report logo, header

'Test SMTP Server Connection'.

and footer.

To change the default logo provided by Smart-X, see the chapter

below.
i
o Click on 'Save Configurations'
o Click on 'Exit' to return to SecReport Console

How to Customize the Web Report Logo

1.  Create a new Logo file and save it in JPG format as

"Custom_Logo.JPG" file (recommended size 360 x 100 px)

2. Go to "..\SecReport.WebSite\images" folder on your

[IS Server

3. Replace ".\SecReport.WebSite\images\Custom_Logo.JPG"

with your new logo file.
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Automatic Generation Settings

The 'Automate Reports' tab allows you to set the schedule for automatic generation

of report as well as mail parameters.

Please follow the steps below.

1. Select one of your report configurations and switch to the “Automate Reports”

tab.

Configurston

Reports Configurations
Default
123

[ SecReport Enterprisev1.5.6.6
l‘

Maw Repon Rename Repot
Configurston

Configuraton

= A
CopyRepot Deleta Repot Reven Repor Save Repot
X Configuraton Configurston Configurston

@ Repart Settings j@ Automate Hepnﬂg‘{ﬁ Feport Displar

Generate this report automatically

Schedule Type
Date:  [03/11/2010 =l
=

Time:  [14:00

(i il

2. Inthe 'Automatic Generation' tab:

@ Fieport Settings jE Aulomate Hq:utg‘{m Fieport Display \fG Reports History

Generate this report automatically

Schele Type:
Date:  [03/11/2010 =l
Time:  [14:00 =]

Send this report by Email

To: ‘\rigens @smartx.co.l
TE \

Subject: Subject Text

Body: Body Text

Export result to file

Export to CSV

[#] Export to XLS

[*] Enable impersonation
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Click on 'Generate this Report Automatically' checkbox to enable the

fields.

Schedule Type: |§E| nce |E||
Date: I LI
Time: =
Set the Schedule: | o=

i) Choose schedule type: Once/ Daily/ Weekly/ Monthly (The fields in

the box below will adjust according to your settings)
ii)  Setschedule parameters
Click on the 'Send this report by Email' and Set mail parameters:
i) Click on 'Set this report by email’ to enable the fields

ii)  Fill in the relevant content according to your needs (to, subject,

body etc.)

Click on 'Export results to file' to set an automatic report generation and

exporting to a file by the schedule you defined.

i) Export to CSV - will save the automatic generated report to a CSV

file which will be sent to you by mail for download.

ii)  Exportto XLS - will save the automatic generated report to Excel

which will be sent to you by mail for download.

3. Use Impersonation

SecReport Enterprise enables you to use alternative credentials in order to

generate the report.

When this option is not selected, the user running the Web Service will be used

to scan the directory and generate the report.

When this option is selected, the specified user will be impersonated and used

for the report generation.
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In order to use this option:

i. Open 'Automatic Generation' tab.
ii. Click on 'Enable Impersonation'.
iii. Type authorized user's credentials.
0
iv. Click on 'Save Configuration'.
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Viewing Automatic Reports

The automatic report will be sent with a link to a web display of the report.

Clicking on the link will open an internet browser with the following content:

5.¢ Favorites 1 Y ,’é Suggested Sites v @& | Web Slice Gallery v

X Smart-X Report Viewer [ ] 3 v B v ] o= v Pagev Safetyv Toolsv @~

-

SMARTX

SecReport Enterprise

Please Select Required Action

3 3

Show Report Download Excel File Download CSV File

Brought to You by Smart-X Software Solutions Ltd.

e (lick on 'Download Excel File' to download the excel file created.

e (lick on 'Download CSV File' to download the CSV file created.

e C(lick on 'Show Report' to open the following window:
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— >
"Ei} "1"'_;? AL Smart-¥ Report Yiewer | | 1’:;‘] = D T [~ d“Page - i Tools -

-

Flease Select Required option and press "Show Report' button.

& Full Permissions Report
€ Permissions changed since |30/12/2009 12:56:14 |

Show Report |

Erought to You by Smart-2 Ltd.

=
Done I_ I_ I_ I_ I_ l_ |\-J Local inkranek | H100% - g

1. Click on 'Full Permission Report' to display the report that was sent to you

and click on 'Show Report'.

. The web viewer allows you to export the report to various formats or

print it.

2. Click on 'Permissions changed since' to view a comparison between the sent

report and an earlier report.
i) Choose the report you want to compare from the inbox.
. Click on 'Show Report'

. The web viewer will display a comparison similar to the 'Compare to..'

function with a 'Permissions Removed' and a 'Permission Added' tab

3. Print or export the report using the fields in the tool bar.
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— [
Ciirm Dedlteg Viewer = DewTal3 Detitep]
— =

£ st - X Repost Viewer - Windows [nbemet Doploner
o_.‘\ =[] Htpiiivarezommisachopert Webite BieportCi iewer, s ClberFonportbame=SeFoeportiimh_NISS5204-be-tcl 4 beb =] | 92 || | [
W BT st Repert Viewr I ] [ % = 2 - e |- = (T -
SMARTX
SacReport Enterprise
Parmissions Removed &P‘efmisslons Added
1€ € [ et > 3 [woow =] [Export 1o the salectad format =] Export 55

5
|

Folder Permission Report

wided on ;. 1TARSID 115707 AM

Fudl Hasme Acteaiil Type  Aicess Tvpe P P Apply To

Wheer s wigens Desidopisetups new

Wi i igena Daskdogp'etupd earey

Note: When viewing a report, each visit is registered and displayed in the 'Report

History' tab of the SecReport Console.
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Troubleshooting Web Service Availability

If you experience any difficulties or problems after or during the Web Service

installation, please follow the troubleshooting steps listed here.

© All rights reserved to Smart-X Software Solutions LTD.

53


http://www.smart-x.com/wp-content/SecReport/Troubleshooting%20steps%20for%20Web%20Service%20based%20products.pdf

