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Welcome

Welcome to Smart -X.

Thank you for choosing Folder Permission s Reporting (Enterprise) , one
of the top tools developed by Smart -X Software Solution 's team of

expert s in an effort to optimize your daily work . SecReport Enterprise

helps you manage your system efficiently , effortlessly and
productively

This chapter describes the features and capabilities of the tool and lists
additional tools in the same field that can help optimize your work

environment.

For more t ools, visit our website at : www.SmartX.com

This Chapter Contains:

9 Features and Capabilities.


http://www.smart-x.com/

Smart{ Software Solutions

Here are s ome of the SecReport Enterprise  features :

1 Provide s periodic security reports  that comply with
SOX standards .

1 Getaclue who and what data can actually be accessed on your

public folders.

1 Automatically send NTFS security reports to managers with in the

organization.
1 Compare reports to see  permission s differences.
1 Generate NTFS permission  reports from the context menu.

1 Export s the report in a variety of formats ( PDF, CSV, RTF, HTML,
Etc.)
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Workingwith  SecReport Enterprise

This chapter provides explicit instructions on howto apply Folder

Permission s Reporting (Enterprise)
This Ch apter Contains:
I:  Requirements.

II: Installation and Licensing.

II:  Working with  Folder Permissions Reporting (Enterprise)
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Contents and  Requirements

The installation kit contains 2 msi files.
I T SecReport Enterprise Console

This is a m andatory component. The SecReport Enterprise console
allows you to configure the system, generate reports, compare reports

and view previously generated reports.

This component should be installed on the System Administrator's

workstation.
Il T SecReport E nterprise Web Service

This is an optional component. The SecReport Enterprise Web Service
component allows you to automatically generate reports and send

them to managers  with in the organization.

This component should be installed on a Windows 2003/2008

server with IIS.

32-bit
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The machine on which you install the component

an Active Directory domain.

SecReport Enterprise Console:

- Windows 2000 / XP / 2003 / 2008 32 - bit.
- Dot NET 3.5 SP1 or higher.

SecReport Enterprise  Web Se rvice:

must be a member

SecReport Enterprise Web Service can be installed on Windows 2003 or

Windows 2008 32 -bit Servers.

Pre requisites for Windows 2003 32 - bit Server:

IS 6 with ASP.NET

IS

Click HERE for a complete installation checklist
Prerequisites for Windows 2008 32 bit server:
- Windows 2008 Server 32  -bit with SP1

o Important Note:

Windows 2003 Server 32 -bit with Service Pack 2 or higher

.Net Framework 3.5 SP1 or hi gher installed and registered with

It is very important to perform a full update prior to the

installation of SecReport and after all roles and features are

installed.

of


http://www.smart-x.com/?CategoryID=171&ArticleID=271
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- Server Features:
0 .Net Framework 3.0

A Once the server is updated, you should see "Microsoft
.NET Framework 3.5 SP1"inth e Programs and
Features Control Panel. If you do not see this entry
do not continue with the installation and make sure
you download and install .Net Framework 3.5 SP1 (or

higher)
- Server Roles:
o Web Server (IIS) with the following role features:
A Application Development :
1 ASP.NET

1 .NET Extensibility

1 [ISAPI Extensions
1 ISAPI Filters
A Security :

M Basic Authentication
1 Windows Authentication
A Management Tools:

A 1IS 6 Management Compatibility
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Licensing and Installation

The product you h  ave downloaded to your PC is an evaluation version.
The SecReport Enterprise  evaluation ve rsion has limited functionality
and time (detailed inthe EULA). The evaluation version is limited to 30

days and 100 entries per report.

If you only wan tto use SecReport Enterprise Console, simply install it

on your workstation and start working.

If you want to use the Automatic Report Generation feature, you

should install the SecReport Web Service component as well.

Toinstall SecReport Enterprise console  from a downloaded file:
1. Double clickthe console installation file.

2. Read the program license conditions carefully
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3.

Follow the Setup program instructions displayed on the screen until

you reach the 'SecReport Inst allation Mode'.

|'§1- Smart-X SecReportEntConsole

5 ecHeport Instalation Mode
Flease Speciy SecReport Instalation Mode

" Stand Alone

% Connected to Web Service
URL: Ihttp:;";’localhnstMSSecHepolt.n"SecF!epDrtWewa.asmH

< Back | Memt = | Canhicel |

1 If you previously installed the Web Service then ¢ hoose 'Connected

to Web Service'.
fIfyoudid notinstall the Web Service, choose 'Standalone'.
Complete the installation and click on 'Close’

A SecReport Enterprise Console  desktop i con will be placed on the
desktop and in the start menu. In addition, a new command called
‘Scan with SmartX  SecReport Enterprise ' will be added to the shell

context menu.

10
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Important Note:

1. Duringthe Web Service installation process you will be asked to

provide the following information:

1 A directory which will store the security reports (Reports

Directory).

1) This directory can be either a local directory or a network

direct ory.

i) The reports are stored as compressed files. Estimated file
size for a large report (with 50,000 entries) is

approximately 3MB.

I Credential s of the user account that will be used to run the Web

Service.

i) The user should be a member of the following local group

on the Web Server

(@ On Windows 2003 server 1 lIS_WPG
(b) On Windows 2008 server 1 IIS_USRS
i) The user should have Read / Write permissions for the

Reports Directory ( as described above in this section)

1 Ifyou have IS6  please verify that all prerequisit es listed here

are met.

11f you have IIS 7 please verify that all prerequisites listed here

are met.

11
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2.

Web Service ins tallation can be complicated. If you experience

any difficulties or problem s after or during installation, please

follow the troubleshooting steps listed here .

Double clickthe  Web Service installation file.
Read the program license conditions carefully

Follow the Setup Program instructions displayed on the screen

you reach the 'Select Installation Address' window:

jis' Smart-X SecReport Enterprise.WebService

Select Installation Address

The installer will ingtall Smart: SecReport Enterprize.\w'ebS ervice to the following web location.

Tainstall ta thiz web location, click “MNest”, Toinstall to a different web location, enter it below,

Site:
IDefauIt Web Site j Diisk Cost...

Wirtual direchany:
ISecHeport.WebSewice

Cancel < Back

1 Choose the required Web Site

M Clickon' Next' to confirm the installation.

12

until


http://www.smart-x.com/?CategoryID=171&ArticleID=273

Smart{ Software Solutions

4. The Installation Wizard will verify that all prerequisites are met ( click here

to see prerequisites) . At the end of this process click on' Next' .

|'§I- Smart-X SecReport Web5Service E

5etup Prerequisites Check

MOTE : Thig form tests the major pre-requisites for Microzoft{R] Windows[R] Server 2003,
Standard E dition

For a complete list of pre-requisites, CLICK. HERE

“I1S Test... " Success
“ASP.MET Registration Test. " Success

“ASP.MET Awvailability Test.. " Success

Menst > I:anl38|;

If the Wizard identif ies a problem, a new button will appear which allow S you to
tryto repair it.

| Smart-X SecReport WebService

Setup Prerequesites Check

| NOTE : This form tests the mair pre-requisites for Microsolt(R) Windows(R) Sever 2003,

: Standad Edition :
For 3 complete list of pre-requisites, ICK HER
EE1IS Test.. Vv’ Success i
: =
- SE IS 6.0 Management C :
| ASP.NET Registration Test.. X i acernt rtalled
a "ASP.NET Availabity Test v/ Success
: Try to Fee Issues And Retry | Next [ Cancel]
= < =

13
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Left button -> Try to Repair Problem and Retry
Clickthe' Tryto Fixissuesand Retry 'button. If this does nothelp , click onthe

'Click here' linkto go to the Prerequisites  List.

Inthe 'Security Configuration'  window:

|i§1- Smart-X secReport Wehservice

Security Configurabon

Fleaze enter login credentials of user account which will have access to directany
stare the security reports,

Login Credentials:

|Jzer Hame: I Bronuze. .. |

[domaintusername]

Pazsword: I

| mportant Hote:

The zelected user will run the SecReport Enterprize application poal,

Setup will try to add thiz uzer to the local 'IIS_WwWPGE' group [or 1I1S_IUSRS' group on windows
2008) in order to allow it to run application pools.

On the next step, you will be asked to specify a directon in which reports are saved.
Pleaze make sure that thiz uzer has Read wiite MTFS permizsions on that folder.

< Back | Cancel |

Please review paragraph 1 of chapter 'Web Service Installation

Prerequisites’ 1for more information.

14
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1'Reports Directory' stage : browse to choose the folder to which

reports will automatically be saved.

|i_§'- smart-% secReport WebService
Reportz Directony

Fleaze zelect the directorny which will store the secunty reparts.

Reports saving path:

C:hinetpubtanaronth,S ecReport\webS ervice’S ecReports Browse. . |

<Back || News |  Cancel

1 Please review paragraph 1 of the chapter 'Web Service

Installation Pre requisites’ 1for more infor mation

2. 'Web Service URL ' stage:

|'§" Smart-¥ SecReport WebService E3
Web service URL

Pleaze verify web Service URL or change it if needed.

SecReport Enterprize will use the following address for accessing the “Web Service:

http: //DEV¥TS01 /SecHeport Web5ervice/SecReportwebSry_asmx

ou can zpecify a different address by editing the text bos,

Important Mote:

If the web zite pou are uzing should be accessed through HTTPS, aor if the web zite is listening
on TCP/IP part other than port 80, pleaze specify the correct URL prefis.

Click 'Mext' to continue with the installation.

<Back i Nest> |  Cancel

15
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Check to see ifthe displayed URL matches your organization

specifications and change the beginning if necessary.

5. Post Setup Verification s:

Upon completion of  the installation the ~ Wizard verifies  that the SecReport

Web Service isup and running . If one of the tests fail s, an appropriate
message will appear.

|'§-'| Smart-X SecReport WebService
Setup Prerequisites Check

MWOTE : Thiz form tests the major pre-requisites for Microsoft{R] Windows(R] Server 2003,
Standard Edition

Far & complete list of pre-requisites, CLICK. HERE

“II5 Test... +" Success

“ASP MET Reqistration Test.. " Success

. . Emor14. a5PHET wiek : "
ASP.MET Awailability Test.. x Service Extentions Prohibited. Check for Salution Dnline

Try to Fix [ssues And Retry fent > Cancel;

At this stage you have the following options:
11 You may click the link that will lead you toafull Prerequisites List.

1 If an error appears you may

i) Check for solution online T clicking on this link will open a web page

with a description of the error and solution  options.

i) Click on the 'Try to Fix Issues and Retry' button to let SecReport

Ente rprise tryto  repair the problem.

16
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fifall testsare tagged as 'Success', click on 'Next'.

it Smart-X SecReport WebService x
Post Setup Checks

* Report directory permizzions

test.. " Success
"TESE-H eport Windows Service  Sucosss
"TESEH epart Weh Service  Success
* SecReport Web Site Test.. \/ Success
* Temp directory permissions  Success

test..

6. At the 'Check for Product Updates' stage, clickon'Next' to runan
online check
The online check will  see if a new release of the product is available

and if so, will allow you to download it to your PC.

|'§'- Smart-X SecReport WebService
Check For Product Updates

Smart-< SecReport Enterprize has finished gathering
configuration information and ready to resume installation.

Click 'Mext’ to continue.

[V Check for updates online

< Back .......... T ; Cancel

Click on 'Next' to complete the installation and then on 'Close'.

17
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Licensing

SecReport Enterprise evaluation version is limited for 30 days and
displays upto 100 entries in the report
If you exceed the entri es limitation the following message will appear:

Smart-XLicense

g linit of 100 entries per

ate full perm port, click the 'Buy

BN

To remove th is restriction , click on 'Buy Now' and purchase the full

SecReport Enterprise version.

SecReport Enterprise  is licensed per site therefore a single license

should be purchased in order

Smart-X - SecReportEnt

to run the program . e
| secReport Enferprise

When you double click  on the

application , you will see a

EMD-USER LICENSE AGREEMEMT FOR SMART - SOFTWARE

license window from which you AL LD I ST e

B Thiz Smart- End-Uszer License Agreement [“Agreement’'] iz an Agreement
can Open elther the prog ram between Customer [gither ah individual or a single entity] and Smart-:
Software solutions Lid. ["Smart-+<") for the Smart- software product identified
. . abowe, which includes computer sofbware and may include associated media,
or the Set |IC€ﬂS€ flle printed materialz, and "onling' or electronic documentation [*Software’]. By
downloading, inztalling, copying, or otherwize using the Software, Customer
agrees to be bound by the terms of this Agreement. |f Customer does not
agree to the terms of this Agreement, you are reguested to not ingtall or uze
] S t the Saftware. The Term "Customer” shall mean all the relevant computers
e which are installed with SecReportEnt [as the term iz defined herein) which
uzerz zhall be bound by the terms aof thiz EULA upon use af the Software. The
. f . Term “Softwars” shall alzo mean and include (i) the computer programming
L icense Optlon, bI’OWSG code to be developed by Smart-+< and [i) all specifications, documents,
manuals, diagrams and other information required for all azpects of installation,
. . configuration, maintenance including repair of problems and bugs in the
tO Choose the ||Cense f||e y Software, uger support, spetem administration, or performance optimization of
the Software [Software ghall alzo pertain to upgrades whether existing or in
the future).

6. If you choose the

and complete the process.

7. Pressing on ‘'Continue’ SMART

will run the application.

18
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8. Ifyoupresson 'Buy Now 'you willreachthe  SecReport
Enterprise web page on the Smart - X website , where you may

purchase the tool.

19
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How to work with  SecReport Enterprise ?

e

Exit

[] Resolve full user name [T Include domain accounts only

["] Show directories evenif permissions areidentical to parent

[CIFilter Users/Groups

¥ Add..
®) Include Only

Generate Save Revert Save Clear Globa Help
Report Configuration Configuration Report History Settings
Reports ? Report Sdlrg;ff Report Dlsplay\‘{‘g Reports H\stury\\
Defaut =l P [CATemd =)
Ll g Include sub folders [ Expand groups
[l includefiles l:l (i} Expand primary groups

- @——90 SMARTX

SecReport Console allows you  to continually manage your permissions

Reports .
The Console is divided intotwo sections :

1 Reports List i on the left side of the console.

The list displays the reports you created and allows you to

manage them T rename, copy , etc.

1 Management Tabs i onthe right side of the console.

Allow you to do the following:

0 Report Settings i setreport parameters

0 Report Display i view results

20
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o Automate Reports i set automatic generation and

distribution of reports.

o Report s History 1 view old report s and compare reports

21
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Tool bar

The table below presents the Main Console icons and a brief

explanation of their function s.

Functionality

-ﬁ"l Report Opens a sub -menu

* with the following
commands:
- o New Report Creates a new report
- Rename Report Renames the selected
report
» (7] Copy Report Duplicates the

selected report

- A Delete Report Deletes the selected
report

- O Generate Report Runs the report to get
the results

- E Save Results Saves report results

- 2 Export Results Allows you to expo rt

the report in various

formats

22
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Functionality

- E Compar e t o é|Allowsyoutocompare
the current report to
older reports and view

differences

‘ﬁn Generate Report / Runs the report to get
!:’ Stop Generation the results / Stop s

report generation

Save Configuration Saves configurations

of the selected report

Refresh Refresh

Save Report Saves selected report

-
-
S
-

Clear History Opens a sub -menu

with the following

commands:

23
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Functionality

Clear Selected Report
History

Deletes the selected
reports fromth e

'Report History' Tab

Clear All History

Deletes all saved
reports from the

'Report s History' Tab

Global Settings

Opens SMTP

configuration  window

Help Opens a sub -menu
with the following
’ commands:
2 & Online Help Opens the Online User
Guide
2 [] About Opens a window with
registration
information and a
'Set License' button
® @ Legal Info Opens the legal info

(EULA or the terms of

purchase)

24
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Functionality

- @ Check for New Version | Checks for new

releases

Exit Closes the console

25
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Create a Report

To create a new r eport, follow these instructions:

1. Clickon * ‘New R eport'.

2. Type the report name in the following window:

3. Click on the 'Report Settings' tab.

% Report Settings (" Pagort Dughay (€ Pagorts Mty .

M |
Dlieclude subfolders | 012 Elexpend grovps
[ include files I | E)expend primary grovps
] Rescive full user name lInclude inheritad entries
[ ] Filter Users/Groups

@) Include Only

Exclude Only

4. Fill out the following fields as needed :

Field Name Functionality Remarks

Path Browse or type the path
tot he folder for which
you want to produce a

rep ort

26
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Field Name

Functionality

Remarks

Include Subfolders

Define whether the report
will run recursively on

subfolders under the root
directory or solely on the

root folder

Include Files

Define whether the report
will display security
inform ation for existing
filesin the selected

directory

Note that generating a

report using this feature will
take much longer  and will
significantly increase report

size

Resolve Full User Name

Define whether the report
will query Active

Directory and display the
full user name or  only the

SAM Account Name

Note that this setting will
increase report generation

time

Expand Groups

SecReport will display all
group members f or each
group -assigned security

entry

Note that this setting will
increase report generat  ion

time and report size

Expand Primary Groups

Define whether the report
will display detailed
security information for
expanded Active
Directory primary group

(usually 'Domain Users'

group)

Note that this setting will
significantly increase report

size

27
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Field Name Functionality Remarks

Include Inherited By default, SecReport will Note that this option will
Entries bypass subfolders whose significantly increase report
parent folder has size and make itless  legible

identical permissions.
When this checkbox is
checked, SecReport will
show all subfolder
permissions even if

identical to parent folder

Filter Users/ Groups Choose the users / To include the users/
groups that will be groups , choose
included / excluded from (®) Include Only
the report

To exclude the users /

groups, choose

() Exclude Only

Click on to

choos e users / groups.

5. Clickon t; '‘Generate Report' .

The generated report will appear on the 'Report Results' Tab.

6. Click on 'Save Configurations' to save settings for future

use.

28
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—_—

!

1
7. Click on h 'Save Report' to add report to archive and

enable comparison with  future reports.

29
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Report Display

The 'Report Display' tab presents report results. Here you may do the

following:

9 Define result o ptions:

Field Name Functionality Remarks

Consolidate Group Groups group members  together.
Members
Auto Scroll When this chec kbox is selected, the permission report

will automatically be scrolled with every new entry. If

you want to review the report as it is generated, it is

best to leave this checkbox clear

30



