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Welcome

Welcome to Smart - X.

Thank you for choosing NewSID i Duplicate SID Changer (formally known
as DSM), one of many tools developed by the Smart -X team of experts
designed to optimize your  work, and help you manage your system

efficiently , effortlessly and productively.
This chapter describes  the tool's features and capabili ties.

For more tools , visit our website at WWW.smartx.com

This Chapter Contains:

9 Features and Capabilities.


http://www.smart-x.com/
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Here are a number of benefits DSM has to offer:

1 Instantly g et areal view of duplicate Machine SID s and WSUS IDs on

your network.

1 Easily generate and distribute new Machine SIDs and new WSUS IDs

to remote computers with a single click.

1 Easily repair problems caused by years of incorrect deployment

procedures .

9 Tighten security and fix one of the most common security threats in

enterprise networks.
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Working with NewsSID o Duplicate
SID Changer

This chapter contains specific instructions for working with  the tool .
This Chapter Contains:

I:  Requirements.
II: Installation and Licensing.

IIl: Howtouse The tool .
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Requirements

1 SQL 2005 Express / Standard / Enterprise edition
0 SQL authentication.
T Frame Work: Microsoft Dot Net Framework 2.0 spl and above .
1 Administrative accoun t:
o Administrative privileges on all target workstations.

0 'Logon as a service' privilege. (Click here to see how )

1 Domain workstations

o Ping reply.

0o Remote WMI.


http://www.smart-x.com/?CategoryID=228&ArticleID=201&sng=1
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Installation and Licensing

Evaluation version limitation

The product you have downloaded to your PC is an evaluation version.

The tool's evaluation version has limited functionality (as

EULA).

detailed in the

The table below presents the comparison between the evaluation version

and the full version.

Duplicate IDs display

Displays all duplicate
IDs found on the
network.

Displays 20 duplicate IDs
and not es the number

duplicated

Change IDs

Enables changing of
duplicate d IDs

remotely

Does not enable change of

duplicate d IDs
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It is recommended to install the program on the System administrator's

station.

Toinstall The tool from a downloaded file:

1. Double clickthe  setup file.

2.  Read the program license conditions carefull y.
3.  Choose the directory where you wish to install it.
4.  Follow the instructions by the Setup program di splayed on the screen

5. When you reach 'SQL Database Configuration' window

DSM Database Configuration E3 |
S0L Database Configuration 1

Pleaze provide information far connecting to SOL Server. Inztaller will uze thiz
information to connect to SOL Server and create databasze used by DSM
System. Provided login must be authonzed to create databazes.

Sql Server Mame j

—Log on to Server

& ze Windows Authentication
" Usze SOL Server Authentication

Uzer Manme: I

Fazzward: |

Test Connection

= |

q Choose SQL server or type the servers name in the 'Sgl server Name
field.

9  Define how to log on to the server.
If you choose the 'Use SQL Server Authentication' the specified user

must have Sys admin wrights on the server.
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)i Click on 'Test Connection'  if youwantto  verify connection to the

server.

6. Whenyoureach 'Choose adomain'w indow :

B8 D.SM. Initialized Wizard

Choose a domain
Get sidz of computers related to the selected domains.

©

Domains
@Eliran.dom @Shlnmi.dom @ruth.dom @Iab\vinm.d_.. @qa.srrsarb(.dom
#P incdom01 co.i PP viabsmarbed .

Found 7 domains, 7 selecked.

< Back .......... N ext> ......... i Cancel
q Choose the domains that the program will scan to find Duplicate SIDs
or WSUS.
7.  Inthe 'Domain Configuration' window

B D.S.M. Initialized Wizard

Domain Configurabon

Domain Name: wlab. smarts.dom

Include this domain

 Service Account

' This Account |

Password: |

Confirm: |

g .......... e 1 -




SmartX Software Solutions

)l Specify auserthat  the tool will use to scanthe  selected domain.

i Repeat this stage for every domain you have selected in the previo us
stage.
8. In the 'Schedule time' window

B2 D.S.M. Initialized Wizard

Schedule ime
Set the time to run the service according to the configured settings.

Schedule Time

[¥] Set time 1200 [#] Set time

) setime [l settime

sy .......... Fm.sh .......... 1 ey

q Define schedu le for the tool to scan the domains and click on 'Finish'.

9.  Click on 'Close' to complete the installation.

10
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NewSID 1 Duplicate SID Changer is licensed per workstation.

When you double click  on the application , you will

see a license window from which you can

open the program or add the license file.

either

1 If you choose the 'Add license file ' option,

browse to choose the license file

complete the process.

1 Pressingon 'Continue’  will run the application.

i Pressing on 'Buy Full Version

Smart -x website.

, and

11

¥ [al
=3 DSM s s

This isa trial version with limited functionallity.

EMD-USER LICENSE AGREEMEMNT FOR SMARTA LTD. SOFTWARE: [~ |
<Product Mame>
IMPORTANT-READ CAREFULLY: %

This Smartx End-User License Agresment [“Agresment] is an Agreement
between Customer (sither an individual or a single entity] and Smart< Ltd
["'Smart<] for the Smart< software product identified abave, which inchudes
computer software and may include associated media, printed materials, and
“anline" or electronic documentation ['Software"). By downloading, instaling,
copying. of othenwise using the Software. Customer agrees to be bound by
the terms of this Agreement. |f Customer doss not agres to the tems of this
Agreement, you are requested ta nat install or use the Software. The Temm
"Customer” shall mean al the relevant computers which are installed with
DS5M.Cansale [as the term is defined herein) which users shall be bound by
the terms of this EULA upon use of the Software. The Tem ~Software” shall
alsa mean and include (i the computer programming code to be developed by
Smari and (i) all specifications. documents, manuals, diagrams and other
information required for all aspects of installation, configuration, maintenance
including repair of problems and bugs in the Softwars, user support, spstem
administration, or performance optimization of the Saftware [Software shall
alsn pertain to upgrades whether existing or in the future [

f' - )
[ continue ]

" will open the Product page at the
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How to use NewsSID 6 Duplicate SID
Changer?

To use the tool follow these steps:
1 Configure the parameters for the tool's service to run.
1 Scan the machines to identify duplicate IDs.

1 Change duplicates.

Tool Bar

Scan \ mmug : ‘Opa&\osm Seevice Pack. Doenan Name Account  Last Logon Time Last Cornect
DEVISO! Windows Server 2003 Service Pack 2 vish smartx dom Enstled  20/05/20091303 2000572009 €

Results VISTAWKSO Windows Vista™Ert.. Service Pack 1, visb smartx dom Ensbled  03/02/2008 1759 2720572009
CITROLABON Windows Server 2003 Seevice Pack 2. visb.smartx dom Enstled 0470172003 13.48 2200572008
VSSSRVO2 Windows Servee 2003 ServicePack 2 vish smarbe dom Ensbled  25/05/200317.55 2220502009
LABSRVO1 Windows Server 2003 ServicePack 2 viab smarbdom Enatled  17/05/200914 44 22/05/2009
LABSRVER Windows Seever 2003 Service Pack 2 vish smartx dom Enstled  19/05/200903.41 20/05/2008
SOLSAVO! Windows Seervee 2003 ServicePack 2 vish smartx dom Enstled  20/05/2003 18.00 2200572008
DEVTS®2 Windows Server 2003 ServicePack 2 viab smartx dom Ensbied  23/03/20081235 2270572008
MSGSYSSRV Windows Server 2003 SeevicePack 2 viab smarbx dom Enstled 1011272008 0402 22008720084
SQLAKSRVO! Windows Server 2003 Seevice Pack 2 viab smartx dom Enabled  15/01/200911.08 270572009 €
RUTH_GANOT Windows XP Professi. ServicePack 2 viab smarbx dom Enstied 1805720081241 2720572008
DEVTSO3 Windows Server 2003 ServicePack 2 viab smarbx dom Enstled  26/06/200914.48 2200572008
DEV-EX Windows Server® 20 Service Pack 1 viab.smartx dom Enatled  22/06/2003 2055 2220502009
KPWKSO! Windows XP Professi. ServicePack 2 viab smartx dom Enatled  24/05/20030522 2200572008
SOLXESRV Windows Server 2003 Seevice Pack 2 visb smartx dom Enstled  18/05/2009 0209 2270572009
DEVTSO4 Windows Secver 2003 ServicePack 2 viab smartx dom Enstied 1205720091228 22/05/2009
WINSRVZXSCORER Windows Server® 20 ServicePack 1 visb smartx dom Enstled  22/04720032213
WINPYAEL 260672009 1256

StatusBar
Tool Bar

Func tion

Stop Service Stop s running the existing
service.
Start Service Start s scanning according to

the schedule

12
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Run Discovery

Run scan now

Service Configuration

Change s service configuration

Show Duplicates

Display s computers with

duplicate SIDs

Show All Display s all network
computers

Reset Data Erases all computer list s from
DB (keeps configuration
values)

Refresh Refresh es connectionto DB in

order to find duplicate  SIDs

Resolve duplications

Change s duplicate SIDs

coeod0mee

Help Opens help options: 'About’
and 'Legal information'
Exit Close s the application

13
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Scan results

 Clickon

9 Clickon

Hea ding

to display machines with duplicate IDs.

display all machines.

Remarks

M achine Mame

Explanati on

Displays the name of
the scanned machine

Operating Spstem

Displays the operating
system on the machine

Service Pack

Displays the service
pack installed on the
machine .

Damain Mame

Displays the name of
the domain the machine
belongs to.

Account

Displays the account
status of the machine in
AD.

Options: Enabled
Disabled

/

Lazt Logon Time

Displays the lasttime a
user logged on to the
machine .

Last Connection Attermpt

Displays the last time
the tool tried to scan
the machine .

Status

Displays various
notif ications regarding
the tool's activity .

14
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Configuration

In order for the tool to Scan the machines, identify duplicates and change
them you first need to set the parameters for a service that will run

according to the schedule you have defined upon installation.

1. Clickon 'Service Configuration'.
I DsM Configuration Settings
Service Configuration
Domains
Schedule Time
Server Name: |Iocalhost
ServiceStatus———————————~ 0 |jser Account

Configuration Service Name: |Smart-><.DSM | 9 Local Spstem Accoumt

options Service State: |5t0|3|38d | 7 This Account |
Startup Type: |Aut0 start |

‘write to log warnings about

] unavailable computers

Configuration
window

The service installed on: localhost

2.  Click on the category you would like to configure inthe'  Configuration
Options' and define the settings (service configuration will be detailed

in the next chapter ).

3.  When finished , click on @ 'Save and Close'.

(to exit without saving , click on @ 'Exit’)

15
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.T,f DSM Configuration Settings
Service Configuration
Domains

Schedule Time

Server Name: | localhost

Service Status————————— User Acco

Service Name: |5mart-><.DSM | % Local System Account

Service State; | Stopped [| [ This Account |

Startup Type: |"5Ut° start | Password: |

\wirite to log warnings about

: Confirm: |
unavailable computers

The service installed on: localhost

1. Click on 'Service Configuration' in the 'Configuration options'.

2. Choose the server on which you wish the service to run:

T Click on the browse  button  ie..d,

1 Type the server name on the o bject picker window and click on

'Fetch'. (you may also click on Fetch without typing a specific

16
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Server name to view an available list of servers)

Active Directory Object Picker

Search Term(s):

%

FPElran
#Hviab
Fruth

[

[[] Search Exact Term

Search Options
Search Location(s)

Search Results:

M ame

Domain Path

Diescription

T Click on the server and then on e

Search Term(s):

£

P Eliran
#Pab
Eruth

[F] Search Exact Term

Search Options
Search Location(s)

Search Results:

Marme

= pcm

=) pEVTSO!
= IS TAWKS D
= CITRIKLABDT
= visTAWKS02
= pooz

=) vassRvD2

Darnain

wlab. gmarts.dorm
wlab.smarty.dom
wlab. gmarty. dorm
wlab smart. dom
wlab. smarts, dorm
wlab.smarty. dom

wlab. smarts, dorm

Path

domain controllers
lab/labservers
lab/labwork stations
lab/labservers
lab/labwork stations
domain controllers

lab/labservers

3. On the 'User account' section:

Dezcription

1 Choose 'local system account' to use th e local logged on user to

run the service

ATTENTION: Choosing to run the service as 'Local System' will

require you to configure an account for each configured domain.

1 Choose 'This account' to browse and add the specific authorized

user name and password

to run the service on all the domains.

17
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®

Install
4. Clickon =EMI% 5 install the service with the parameters you

defined.

5. Click on 'Yes' in the message box.

D.5.M. Initialized Wizard

Conftinue?

9‘ 'ou are about ta install the service Smart<.05M on DEYTS0T.

Service status

Displays the service parameters as presented in the windows' servi ce
window.

Wnite to log warnings about
Clicking on D unavailable computers will add a warning message to the

application event log for each unavailable computer.

Uninstall service

This function may serve you when you need to run the service on another

server or in any situation where new service is requir ed.

2

Unin;tr:l
1. Clickon Service

2. Click on 'Yes' in the message box.

D.5.M. Initialized Wizard

A rou are about o uninstall the Srart<. DSk fiom DEVTS0T.

Continue’?

18
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3. Click on 'OK' in the message box.
Attention:  to complete the operation you may need to reboot the

Server.

you may reboct the server,

4. Install the new service.

19
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Manage duplicate IDs

1. Click on 'Show Duplicate' === to display the duplicate IDs.

2. Mark the computer/s who's ID you wish to change and click on

'Resolve duplications '

ﬂReso!veDupﬁEﬁcm - =X
@ 0 O
k. b
Reboot Al Resolve Cance
Duplications

|| Machine Name Domain Mame tachine Sid b achine Suz |d Feboot Status
VISTAWEKSO wvlab.smart. dom Il

FE— ] [ Y7 N

20
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Name

Reboot all/ Clear
Reboot

Function

Reboot / Do not
reboot selected
machines a fter ID

change s operation

Resolve duplications

Changes ID s for

selected machines

Cancel

Cancels ID change

operation. (Only for

machines who's IDs
were yet to be

changed)

Exit

Close the Change ID

window.

q Check the left checkbox in orderto choos e a machine that

requires ID change (This will automatically check the Reboot

box).

| If youdo not want to reboot uncheck the Reboot Checkbox.

21
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q Click on 'Resolve duplications'

Machine Name Domain Mame Machine Sid Machine Sus [d
SOLSAVO vlab.smartx. dom 5-1-5-21-2587701609-300517... 372661 b0e3-42ce-. [

plications’ butkon ke ed, SMART

Seethata V sign was added and the 'Status' column displays

the message " Duplication resolved successfully

Enabling IDs change
To enable IDs changing you need to have two Microsoft freewares:

1 SIDChange.exe 1 For enabling the SID change function.

1 PSExec.exe i For enabling SIDs change from a remote computer.

22
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If you do not have th e two freeware tools, the following window will appear

when you click on in the main window

1.’1.'|r Installation Requirements

Far changing the zid you need the WewSid' saftware,

and for remoting access vou need the 'PsExec’ zoftware,

Both zoftwares are freeware and available to download from Microzoft
TechMet Website at:

http: /ftechhnet. microzoft. comden-uzspzinternals /bbBI7553. aspu

http: A ftechhnet. microgoft. comden-usz sysinternalz/bbE97 41 3. azpx

By choozing directory and preszing 'Download' both files will be
dowrloaded to the given direchany.

1. Browse to choose a directory to save the downloaded files.
2. Click on 'Download' to automatically download the files.

3. The 'New SID' window will open and you may continue with the ID

change process as detailed in the 'Manage duplicate IDs' chapter.

More functions

Select a machine or a range of machines from the scan result and press on

the right mouse button to open the context menu:

t#] Resolve Duplications
b3 Rediscover
ﬁ Delete Active Directory Account

1 Resolve Duplications i Allows 'resolve duplications' function on the

selected machines.

1 Rediscover 1 Scans for duplicates for the selected machines.

23
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1 Delete Active Directory Account T Deletes the actual Act ive Directory

account of the selected machines.

24
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In some cases, the user you chose to run the service will fail to log on
because it lacks the 'Log On As Service' security right on the target server.
In such cases, it is recommended to run 'servic es.msc' on the target server

and manually configure the service log _on parameters.

25



